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At Mettle, we're big believers in protecting your privacy and security, and we value the work
performed by security researchers who work tirelessly to make the Internet a safer place.

We operate a policy of responsible disclosure which means our Security Team works closely
with researchers to make sure all vulnerabilities submitted to us are reviewed and fixed as
appropriate.

This vulnerability disclosure policy applies to any vulnerabilities you are considering
reporting to us (the "Organisation"). We recommend reading this vulnerability disclosure
policy fully before you report a vulnerability and always acting in compliance with it. We
value those who take the time and effort to report security vulnerabilities according to this
policy. However, we do not offer monetary rewards for vulnerability disclosures.

Reporting

If you believe you have found a security vulnerability, please submit your report to us using
the following email: security@mettle.co.uk.

In your report please include details of:

* The website, IP, application, or page where the vulnerability can be observed.

* A brief description of the type of vulnerability, for example; “XSS vulnerability”.

* Steps to reproduce. These should be a benign, non-destructive, proof of concept. This
helps to ensure that the report can be triaged quickly and accurately. It also reduces the
likelihood of duplicate reports, or malicious exploitation of some vulnerabilities, such as
sub-domain takeovers.

What to expect

After you have submitted your report, we will respond to your report within 5 working days
and aim to triage your report within 10 working days. We’ll also aim to keep you informed of
our progress. Priority for remediation is assessed by looking at the impact, severity and
exploit complexity. Vulnerability reports might take some time to triage or address. You are
welcome to inquire about the status but should avoid doing so more than once every 14
days. This allows our teams to focus on the remediation. We will notify you when the
reported vulnerability is remediated, and you may be invited to confirm that the solution
covers the vulnerability adequately. Once your vulnerability has been resolved, we welcome
requests to disclose your report. We’d like to unify guidance to affected users, so please do
continue to coordinate public release with us.


mailto:security@mettle.co.uk

Guidance

You must NOT:

* Break any applicable law or regulations.

* Access unnecessary, excessive or significant amounts of data.

* Modify data in the Organisation's systems or services.

* Use high-intensity invasive or destructive scanning tools to find vulnerabilities.

* Attempt or report any form of denial of service, e.g. overwhelming a service with a high
volume of requests.

* Disrupt the Organisation's services or systems.

* Submit reports detailing non-exploitable vulnerabilities, or reports indicating that the
services do not fully align with “best practice”, for example missing security headers.

* Submit reports detailing TLS configuration weaknesses, for example “weak” cipher suite
support or the presence of TLS1.0 support.

* Communicate any vulnerabilities or associated details other than by means described in
the published security.txt.

* Social engineer, ‘phish’ or physically attack the Organisation's staff or infrastructure.

* Demand financial compensation in order to disclose any vulnerabilities.

You must:

* Always comply with data protection rules and must not violate the privacy of the
Organisation’s users, staff, contractors, services or systems. You must not, for example,
share, redistribute or fail to properly secure data retrieved from the systems or services.

* Securely delete all data retrieved during your research as soon as it is no longer required
or within 1 month of the vulnerability being resolved, whichever occurs first (or as otherwise
required by data protection law).

Legalities

This policy is designed to be compatible with common vulnerability disclosure good practice.
It does not give you permission to act in any manner that is inconsistent with the law, or
which might cause the Organisation or partner organisations to be in breach of any legal
obligations.

If your report contains sensitive data, then we request that you use our public PGP key
which can be found below.

PGP key for responsible disclosure

MmQINBGOA4ywBEADCA4rGLAzCqyAlYwVe30aWf8pylAOsp8VLhImWn+U3jv+rSNpL
G60JIRzua1/NvqOxkhY2Lg+udZaB7iGZndZRY6s7SvjO9Su2gO57K1WsMkZL2i7y
yUD/oT2ivwX2txOvlaJxIBRcXUAJMMOMDWes82Zm99NySb1cWvtl215/cmYUZIOR
PEG29gNA5x3vaD/Zixle+TNsCOISuUXvDiKOwTkvxhiEI/H80YRr26/1fJHJS7CD
xkoJWcevjpw3eZacHRymdHIrZbiketBffxNUbMsKJcloLTDtrsWDwR977wn76Euym
TJybVhbYci1DZQ2QEbpQJu//8n1Ajd5+ECNGo1Z2026f4RjOqrzK8BGalZqyc51hO



aPbRNjyvWmgeTOHsTLYyWYMCghEhhB;iZrukOwTOnUMASWuUOLL8TO/7/Dqqq1jAVi;j/+ciW7J7sMVvhstsnbn3bimB9ot2+YtnJvMOB8hgOjhzmm5MndoWP
pGZ2lqYZacXwUHVQ27GTsNRzLxH4rgLbITVNZgKKP 1hv++DQ/dM530ccXRi9I4FG 1iyx6aqdwOqLjCj3SgpD7alLpOebew1C5wjr+Z
046pdNA+InsyMwC8DkemTgg+PUZAUNq9swARAQABIQI8BBgBCAAMFIEE9Dsk+cxY
oNfIXwup7EEnE6znnhQFAMOA4ywCGwwFCQeGHzYACgkQ7EENE6znnhS68Q/9GjbW
2tgTdcCLAY2bUpRRxwWFd2NzArhpdzK4NjENfdrzGG6KgnwaJLg5FVThFgs7UAva
9ioFDLX0r8utnMaY 1jcA5BqKc05jvplV4b6V1MeXB49JK2DF47aGKv21Be/03XrU
4bXZ2xsKbcOkqG1cdhZKKSQa22bvtOrpUtI3EoS9Ughery/xPSwU9zPebU7ill11
12sXVy21xzCXoGJe5BSW50/kv6Y +ZdiINKUVHNagbFQG+dSmKPmol78k7kdVCQjAQ
srelKzZWT+8gm+rfUghzynzHfQOTWxyi7NrRWpdIDVT1QyXfepEIH8KR65/EfUulW
XicraxB7cz1rayleQeVpiZJAD8Qk589JzxAryLCWIIBi8b1F2w48j1DjcPAIhD2U
VAzhR60DvZmOmieS32ICXAdNKvazimR9IDG1XOZNSkP+GfEkwrycbkgdXnpzFIVtu
vVTWOnJIGjIPxeBeDS/T3xivsZOHrBVe030tr/2IDCA+KXYuhu3PScbemIliEhOtm
dPpnnm8TVz3I17imC5+THEF2qf3PCaadUJo68b33ZVZNIC/DvL4/0OCZwOHXxpGGNn7
2DMgsyEucoTVNYuVrsAd40G15uY XQK+D5thRUKZxQo8QbuOJTH6p4FkxLyL4cx3l
kykEWhw55b8SSjkiAFZ73/5edO/y15L51EHBxy8=
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